SOCIAL

ENGINEERING
AWARENESS

Support your learners to recognise, verify and report social engineering attempts with
this focused online micro-teach. The course explores how social engineering can occur
through email, messaging, phone, social media and face to face interactions, helping
learners verify unexpected requests, follow workplace procedures and report suspected
attempts.

Areas covered f: Whoisitaimedat? @/
v~

What social engineering is and why =~ Suitable for employees across all sectors who
it is effective communicate with colleagues, customers, suppliers
Situations that may involve social engineering or other organisations as part of their role.

How to verify and report suspected social
engineering attempts

Multi-device compatible
This course is compatible with most popular desktops, tablets and mobile devices.

Key details at a glance

Duration: 20 minutes
Assessment: Formative assessment with no formal knowledge check
Certificated: Yes - Highfield Completion Certificate

Support: 01302 363277
support@highfield.co.uk

Translation:  Details available on request

Localisation: UK workplace context, but suitable for international organisations
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